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Abstract: There has been much hype around the use of blockchain and distrib-

uted ledger technology-based applications and how they can solve problems fac-

ing many different industries, one such example is the problem of supply chain 

transparency. However, there are some potential issues with such technology, 

including the trust and governance of applications using it. As such, just as with 

any emerging technology, caution is advised.  
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1 Introduction 

In the UK, 30% of consumers say they are concerned with issues surrounding the 

origin of products but struggle to act on this when making purchase decisions (Hwang 

et al, 2009). This is understandable given the number of products available to consum-

ers and how complicated it can be for these products to reach consumers in a world 

where globalisation has split the supply chain across several continents and entities in 

some cases. There is an incentive for organisations to increase trust and transparency 

throughout the supply chain – John West has begun including codes on each of their 

Tuna cans to allow consumers to track exactly where their food began its journey. This 

campaign, which focused on the food and ensuring the customer was in the know re-

sulted in an increase in sales of £17m (Thinkbox, 2013). However, there are still some 

questions which go unanswered in such a system, including: What is in the product? 

The source of the product may be known, but its contents may not. Who has handled 

the product? When was the product manufactured/sourced? 

These questions also apply to the consumer electronics, clothing and jewellery in-

dustries. They are questions which are not easily answered either, despite regulations 

which aim to solve potential issues with the transparency, security and ethics of a sup-

ply chain. Examples include the Modern Slavery Act, which defines modern slavery 

and the legal requirements of organisations in the UK to ensure they are running a busi-

ness that does not exploit others or put them knowingly or willingly at harm while at 

work (GOV, 2014), or the EU Directive 2014/95/EU which requires large organisations 

to disclose non-financial information on the operation, both in the present and the future 

of the business and how they aim to overcome certain social and environmental chal-

lenges (European Commission, 2017). These regulations try and manage industries that 

use supply chains but cannot account for every step of a product’s lifecycle. That bur-

den falls on the organisations themselves, which sometimes results in failure. In 2013, 

the Food Safety Authority of Ireland found that products sold across the UK and Ireland 

which were labelled as containing only beef actually contained the DNA of pigs and 

horses, in quantities as high as 29% (FSAI, 2017). In this case, a severe mistake was 

made that was either kept secret to consumers or the next link in the chain. These prob-

lems occur in centralised systems where one entity, or several fragmented entities col-

lect, process, manage and pass on information between others in the supply chain. Such 

systems are common but cannot be trusted, despite the best efforts of regulators and the 

organisations themselves. Relying on one, or more co-operating parties creates a weak-

ness in the system – if one of those parties is a major stakeholder, it is in their best 

interest to keep issues that may affect the sustainability of themselves or others secret 

(Provenance, 2015). Even if a third party were put in charge; one which does not have 

an active role in the supply chain itself, it is still in their best interest to keep things 

running smoothly in the event of any issue, including a compromise to security, breach 

of regulation or an ethical or financial issue – no matter the severity. This third party is 

still a stakeholder and as such no centralised system can be trusted in ensuring complete 

transparency, trust and security in the supply chain. Until recently however, this was 

the only method of doing so, despite potential risks. 



2 Blockchain 

That was until the birth of distributed ledger technologies including blockchain. 

Blockchain is an immutable digital ledger system which is implemented in a distributed 

fashion (Mell et al, 2018). This means that there is no centralisation in terms of author-

ity or responsibility. Blockchain works by creating “blocks” of data, or digital records 

using mathematical algorithms. This process is known as hashing and is carried out by 

many different nodes on the network at the same time. Eventually, a unique digital 

signature, or private key is generated and assigned to that block. The blocks are then 

“chained” together chronologically and cryptographically and distributed throughout 

the network or database simultaneously (BBC, 2016). In the simplest of examples, 

blockchain can be used to distribute multiple copies of a document, such as a contract, 

so that when one copy is changed without the unified consent and knowledge of others, 

it becomes void. Another example is Bitcoin, which is a virtual currency that uses cryp-

tography instead of a centralised entity for protection and validation. Blockchain was 

originally conceived as the accounting method for Bitcoin, and is one of the first exam-

ples of an application that uses distributed ledger technology. In Bitcoin, the currency 

is assigned to a wallet which is then used to sign transactions between owners. The 

participants of a transaction can then monitor all transactions that have occurred with 

the use of their wallet. More specifically, Bitcoin relies upon a shared public ledger 

network where all transactions lie. Here, each individual wallet can figure out its bal-

ance – that is, how many bitcoins the owner of the wallet has in their possession. When 

a transaction occurs, the wallet creates a private key, which is a unique digital signature 

that is proof that the transaction is valid and has been agreed upon by the owner of the 

wallet. The agreements of the transaction are then communicated between participants 

before the transaction is confirmed and currency is transferred (Bitcoin, 2018). Because 

these private keys are completely unique to each Bitcoin owner, the risk of a security 

compromise is reduced. Also, because each transaction must be manually validated by 

the participants, and all stages of a transaction are recorded, not on one centralised sys-

tem but through a distributed ledger, everyone involved can view details of the trans-

action. As a result, the use of distributed ledger technologies such as blockchain in 

currency promotes trust, openness and transparency between all parties.  

3 Evaluation of Blockchain  

These principles are not unique to Bitcoin, however. Other applications of block-

chain could see improvements too. One such application is using the technology to 

increase supply chain transparency, and improve trustworthiness and openness between 

stakeholders in the chain as well as between an organisation and its customers. Accord-

ing to Provenance, a start-up that aims to solve the issues surrounding the use of cen-

tralised systems in supply chains, describes how this could be achieved. The core con-

cept behind doing so would be through the assignment and verification of physical 

products. Firstly, the various links in the supply chain create accounts through the ser-

vice, after which they can download an app or visit a website on any device. Different 



portals would be used by different stakeholders. For example, producers and manufac-

turers would take advantage of an app/website that outlines what they need to do to 

ensure the product meets specification and ethical/regulatory standards. Others would 

take advantage of an app/website that allows them to input data on the production ca-

pacity of the product, a description of the good, its makeup – such as the ingredients or 

supplies used to manufacturer it and any financial information. All this data, input into 

the various applications by stakeholders throughout the chain is aimed at creating a 

profile of each product that can be tracked and viewed at any time by any stakeholder 

thanks to the use of distributed ledger technology. The tracking of physical products 

would be achieved by linking each product to a virtual, blockchain-based token with 

the use of serial numbers, bar codes, RFID or NFC. This would act as a shadow, fol-

lowing the tracked physical product through every stage of its journey. Finally, once 

the product has reached consumers, they can access their own app/website to view all 

the information that was collected about that particular product throughout its entire 

life cycle (Provenance, 2015).  This increases public assurance and trustworthiness be-

tween the consumer and the supply chain, as well as within the supply chain itself. 

Another advantage is the increased security of such a system compared to a centralised 

one. Since the information sent from the physical tags and stored in the virtual tokens 

is distributed throughout the chain, all stakeholders can view the information and agree 

upon it. It also means that for the information to be tampered with, it has to be tampered 

with on every node in the network, which is extremely difficult to accomplish.  

Leonardo Bonanni, founder of Sourcemap which provides supply chain mapping 

software believes that  because supply chains are conventionally held secret, the stake-

holder’s ability to prevent environmental, social and health and safety problems is se-

verely limited (Provenance, 2015). It is this inability for stakeholders like the workers, 

manufacturers, suppliers, sellers and consumers which leads to ethical and legal issues 

in supply chains. Without being made aware of such issues, they simply cannot act on 

them to improve the sustainability of the supply chain and improve the integrity of the 

product or improve the lives of those involved. Vitalik Buterin, founder of Etherium – 

a blockchain based cryptographic token, also believes in blockchains ability to solve 

these issues, but that blockchains ability to change the world is not in the places where 

people are really rich, but in the regions that haven’t reached that level yet, like India 

or Eastern Europe (Forklog, 2016). This coincides with the first link in the supply chain 

in many industries - countries like Bangladesh and India export a large percentage of 

the world’s clothing and regions of South America, Africa and Asia produce vast 

amounts of the world’s tea, coffee and chocolate. It is these people that could potentially 

benefit from the implementation of blockchain and distributed ledger technologies to 

increase supply chain transparency, just like the customer, through improved openness 

and compliance with ethical and legal standards. 

4 Questions of Trust 

However, there are some limitations of blockchain and its use in increasing supply 

chain transparency. For example, while it is true that the data input into the system 



about each product and its characteristics can be helpful to the consumer and can in-

crease consumer/industry trustworthiness, there are still some flaws that cannot be ad-

dressed by blockchain alone. Firstly, use of blockchain and distributed ledger technol-

ogy does not dictate what data is input and distributed throughout the system, so it is 

possible that in, for example the manufacturing/assembly phase of a product, a worker 

could make a mistake and unknowingly input the wrong information about the makeup 

of the product into the system. They could also knowingly breach legal requirements 

or the agreed-upon standards for that product to cut corners or benefit their employers 

(Bauerle, 2017). These issues of trust relating to human error and intentional manipu-

lation of the system are especially problematic in supply chains that spread across the 

world and contain workers in many different companies that speak many different lan-

guages. It is almost impossible to know for a fact whether the information in the dis-

tributed ledger system is accurate. One way to verify the information would be to have 

a representative or representatives from each phase of the supply chain spread through-

out the others to obtain and verify information for themselves, however, in the event of 

a singular representative, this would create a centralised system that could undermine 

the point of using blockchain in the first place. In the event of multiple representatives, 

there is an increased risk of human error and miscommunication. 

As well as trust between the consumer and the supply chain, there are also potential 

issues of trust between organisations or individuals within the supply chain. Dirk Baur, 

Professor of Finance at the University of Western Australia states that blockchain is 

commonly described as a technology that either creates trust, or allows users to make a 

transaction without relying on trust, however, all blockchain and the use of distributed 

ledger technology does is convert one form of trust to another (Baur, 2017). In this case, 

there is no need for a reliance on trust between organisations and a central body but 

there is still a need for a reliance on trust between those working on the source, manu-

facture/assembly, transportation and sale of products and each other. In some block-

chain applications, there exists the concept of a 51% attack, whereby if more than 50% 

of nodes within the network “agree” upon something, meaning that information is ac-

curate, it then counts as valid and accurate for the whole network. If information is 

incorrectly input into the majority of the system about, for example, the ingredients 

contained within a food product, they will become the distributed values, even if they 

are not correct.  

5 Questions of Governance 

Another potential issue with the use of blockchain and distributed ledger technology 

is that of governance. Governance is defined as the structures and processes that are 

designed to ensure accountability, transparency, responsiveness, rule of law and stabil-

ity, among other outcomes (UNESCO, 2017). Governance is important in any industry 

to maintain sustainability and maintain stakeholder value. However, given the novelty 

of blockchain based applications, there aren’t always defined rules for governance, 

which can create issues. Fred Ehrsam, co-founder of Coinbase believes that there are 2 

critical components of governance relating to blockchain. Firstly, incentives – every 



group within the system, which in this case would be the stages of the supply chain, 

have their own incentives which may not align with other groups in the system. Differ-

ent groups will propose changes over time that benefit themselves, and not necessarily 

the overall system. In a supply chain, this could create imbalances of power, which 

Ehrsam outlines as the second critical component of governance: Mechanisms for co-

ordination. Since it is unlikely that all groups will align their incentives all the time, it 

is important for them to co-ordinate and communicate what common incentives they 

do have for the greater good of the system (Ehrsam, 2017). This is particularly difficult 

in a supply chain due to the globalised nature of the industry. As such, the chain could 

become fragmented and destabilised which could lead to inefficiencies and issues re-

garding human error and trust, further breaking down the co-ordination and communi-

cation of those within the chain. This downward spiral would create unsustainability 

and would not be able to uphold or increase stakeholder value. Even if the supply chain 

were to function with only minor governance issues, the consumer of the end product 

could be affected and transparency, openness and trust may surely break down – effect-

ing the whole chain. There are also questions surrounding the external governance of 

blockchain based applications. Including, what regulations do or do not exist that cur-

rently impact the use of blockchain? What needs to be changed within the organisation 

to meet these regulations? (Swanson, 2016). 

Because blockchain and distributed ledger technology and its use in supply chains is 

such a new and emerging idea, such regulation does not necessarily exist and regulation 

that does may need updating to cover the new uses of existing technology. As such it 

is difficult for organisations to know exactly how to approach their operation, and any 

actions they take may be wrong in the future. Changes to external governance like this 

creates instability which could compromise the effectiveness of those involved in a 

supply chain to deliver products securely, openly and transparently. 

6 Conclusions 

While blockchain and distributed ledger technologies have a huge amount of potential 

to increase the openness, transparency and trust between stages of the supply chain and 

those making purchasing decisions, there are also challenges including governance and 

the shift in reliance on trust between a centralised and decentralised system. Because 

of the technologies relative youth, these issue are to be expected. However, any industry 

hoping to use the technology in the hope of increasing profits and public assurance 

should be aware that improper implementation of the technology or regulation, or an 

inability or unwillingness to adapt to changing regulation could impact sustainability 

or stakeholder value greatly. This is especially true in the case of supply chain manage-

ment, which can act across several countries and is susceptible to ethical issues if people 

and products are not properly managed. Blockchain may be the future, but only if or-

ganisations can work with it to avoid making themselves a thing of the past. 
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